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Abstract: 
Introduction: Amid the rapid growth in digital media consumption on the 
internet, prioritizing efficiency, security, and user experience has become 
imperative in designing video hosting platforms. 
Aims: Hence, this paper presents the conceptualization, realization, and 
assessment of a cross-platform video hosting application named PlaySphere, 
which fulfills the criteria mentioned above. The motivation for this research 
came from the discovery of platform limitations (e.g., YouTube and TikTok). 
Such constraints in the platforms include disruptive advertisement, potential 
algorithmic influence, user data privacy, and restrictive and unfair revenue 
sharing monetization policy. 
Materials and Methods: The study utilizes a user-centered design (UCD) 
methodology. The methodology started with the initial stage of gathering data 
by the means of a Google Forms survey to thoroughly determine the user's 
requirements and preferences. The decision above led to the creation of a 
system architecture that was realised by: Firebase Authentication to help users 
register securely; Firestore to meet real-time data requirements; Firebase 
Storage to deal with media assets; and Paystack integration for dependable 
payment gateway and premium content access. Concerning data 
confidentiality and integrity, PlaySphere was set up to take advantage of 
Firebase's built-in AES 256 encryption for data at rest, along with Transport 
Layer Security (TLS) for data in motion. Functional testing of the complete 
system and user evaluations were carried out to determine the working, overall 
usability, and performance indicators. 
Results: The study results reveal that PlaySphere provides a smooth and 
enjoyable viewing experience, with low playback latency and good content 
management when contrasted with some traditional platforms. Furthermore, 
the assessment points to a high degree of user contentment, especially with 
the very simple look of the app, its stability, and quick responsiveness. 
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1. INTRODUCTION 

New technology evolution is causing a vast change in the digital media industry. The changes in the industry 
are mainly due to the advances in mobile technology, the increased use of broadband connectivity, and the 
availability of user-generated content platforms. Since more and more people are making, sharing, and 
watching video content globally, the demand for video sharing platforms that are secure, highly scalable, 
and fundamentally inclusive never fades and it is imperative [1] [2]. Some of the leading platforms, such as 
YouTube and TikTok, have had a significant impact on the way content is consumed, interacted with, and 
monetised [3] [4] [5]. However, these platforms still face various issues related to data privacy, the perceived 
fairness of monetisation, content moderation protocols, excessive advertisement, and algorithmic 
transparency; these issues of the digital media environment are still prevalent [6] [7] [8]. 

Amid this rapid change, the need for a video sharing solution that meets the three criteria of being safe, 
without the annoyance of ads, and truly user-friendly is becoming increasingly significant. PlaySphere, the 
app described in this paper, is a response to the above-mentioned problems. The app is designed to offer 
a comfortable environment for getting and sharing video content. Besides, it heavily focuses on 
safeguarding privacy, facilitating accessibility on a wide range of platforms, and putting the power in 
creators' hands. The mentioned app is different from many traditional platforms which heavily depend on 
ad inclined revenue models [9] [10]. Instead, it combines a subscription model that is purposely kept 
unobtrusive or non-restrictive in terms of user viewing; at the same time, putting the efforts to provide fairly 
equal monetisation opportunities for creators, thereby supporting their creative freedom [11] [12]. 

Looking at security, research shows that a lot of multimedia and personal data have been exchanged 
through the cloud infrastructures; thus, security is a key factor that must be considered for the successful 
deployment of a contemporary video, sharing platform [1][13]. PlaySphere thus tightly secures user 
engagement by strategic use of Firebase (a cloud, based backend service from Google); the latter comes 
with the Advanced Encryption Standard (AES) with 256-bit keys to protect the stored videos, login 
credentials and communication channels [14][15]. AES is characterized as an extremely reliable and secure 
encryption standard and plays a crucial role in the confidentiality, integrity and availability of the data 
[16][17]. In an attempt to deliver exhaustive data protection to the videos uploaded by users, PlaySphere 
combines the strong AES-based Firebase security architecture with safe authentication methods and 
encrypted storage protocols. Therefore, it intends to prevent illegal access and the risk of data leakage. 

Regarding the development of PlaySphere, its frontend is completely written with the Flutter. Flutter is an 
application development platform that is recognized as a multi-platform UI toolkit with the capability to 
deliver a consistent user experience for applications running on Android, iOS, and web [18]. It is a fun 
development platform that was selected with the aim of making the app accessible to a larger number of 
users and providing a seamless user experience across different devices. The decision to use flutter may 
solve a significant drawback of non, multi, platform development tools (like swift, an ios only platform; kotlin, 
an android only platform; etc.). On the other hand, for the backend, the application's database and cloud 
storage are based on the Firebase tool, a single and integrated storage infrastructure tool that is carefully 
designed to ensure the scalability, security, and real time data synchronization in perfect harmony. 

Regarding monetisation, PlaySphere bases its revenue model mainly on the creator community; thus, 
facilitates long-term sustainability through stable compensation. The approach tries to solve the issue of 
financial unfairness among participants of contemporary video, sharing platforms. Through the above, 
mentioned predefined subscription tiers, PlaySphere provides creators with fixed income streams and users 
with a clean, ad free experience. It thereby presents a potential solution to the financial dilemmas of some 
mainstream platforms [11]. 

In brief, PlaySphere embodies a fully-fledged idea of a highly secure and an efficient video sharing platform 
that is respectful of user privacy. At the end of the day, it is about handing the power over to the creators 
and protecting the users, thus this paper contributes to the debate on the secure and inclusive digital media 
environments of the future.  
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2. MATERIAL AND METHODS  

This part of the paper describes "PlaySphere, " a secure, cross platform video hosting solution. The 
methods section logically breaks down into two parts: Materials and Methods. The earlier part gives the 
specifics of the software environment, hardware components, and database structures used during the 
development process. The latter section discusses the application's architectural design, implementation 
steps, and performance evaluation activities. 

2.1 Materials 

The materials chosen for this research project are as follows: 

2.1.1 Software   

This part is all about the software used for the development of the PlaySphere platform and the set of tools: 

i. Flutter (version 3.32.1): This framework was chosen strategically as it has the capacity to compile 
native applications for Android, iOS, and web platforms from a single codebase [18]. This strategic 
move allowed for excellent performance and the critical design consistency across all the devices 
to be maintained. 

ii. Dart: It is the main programming language for Flutter and was used to accomplish the application's 
core features and interface designs. 

iii. Firebase: This solution offered the necessary backend framework. It includes various tightly 
coupled modules: Firebase Authentication, which controls user signup and login securely; 
Firestore, which is used for real-time data operations; and Firebase Storage service which is 
responsible for the uploading and downloading of video content securely [14] [15]. 

iv. Paystack: This service was included as the payment gateway to automatically process the 
transactions of the users who are unlocking the premium content within the platform. 

Data security was one of the main concerns when designing the platform. Thus, the application and all the 
supporting services are safeguarded through the usage of AES 256-bit encryption algorithm. 

2.1.2 Hardware   

The hardware resources referred to in this context are the different devices and systems that were used to 
test the PlaySphere platform. Validation taking place on both Android and iOS mobile devices had the main 
focus on configurations with at least 1GB of RAM and octa core processors. Also, tests were done on 
regular web browsers running on normal desktop setups. These diverse tests were specially designed to 
confirm to the basic cross platform compatibility of PlaySphere and its performance in different hardware 
operation environments. 

2.1.3 Database 

Cloud Firestore, a flexible NoSQL cloud database, was chosen to store the structured user and content 
metadata in a real time environment. Its natural features such as strong scalability, powerful synchronization 
capabilities, and smooth native integration with Firebase Authentication [14], made it very appropriate for 
the dynamic data needs of a video, sharing application. 

Alongside this, Firebase Storage was used to securely host and serve all the multimedia content, taking 
advantage of the built-in AES encryption feature to protect the files and ensure user data privacy 
compliance. 
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2.2 Methods 

Before starting the work on the application described in this paper, we conducted a survey to find out how 
a secure video hosting platform meant for user privacy is expected by the users. The main goal was to 
obtain the user's insights that would be used for the guidance of design decisions and feature prioritization. 
The phase included participation of 18 students, independent content creators, and videophile individuals 
across various age groups. The survey tool was used to gather opinions through questions regarding the 
functionalities of the platform that the users would love most, the ease of navigation desired, concerns 
about data privacy being very critically considered, and realistic subscription models. 

Key findings from this survey pointed out a number of the study direction by user preferences: 

i. A preference for an ad free, uninterrupted video experience, characterized by minimum playback 
buffering. 

ii. A preference for very simple, easy to use interfaces that improve overall usability on both mobile 
and web. 

iii. The requirements for secure authentication processes and strong user data protection mechanisms 
in order to effectively secure user content. 

iv. A tendency to choose a subscription-based model through which the users can not only get flexible 
access but also be able to enjoy specialized premium features. 

2.2.1 System design and architecture   

The conceptual design for PlaySphere is based on a modular and scalable architectural approach. This 
decision has been made in order to keep the platform stable over time, make it easy to maintain, and be 
open to extension in the future. The development process consists of well-planned iterative testing, together 
with the continuous integration of users' feedback at different development stages. 

The installed architecture covers both frontend and backend functionalities. UI and frontend logic were 
mainly coded with Flutter, while Firebase [19] was used to provide the backend services required (e.g., 
authentication, database management, and media storage). 

The user interface was very simple on purpose and was made to work just as well on different platforms so 
that the experience and performance would be consistent for Android, iOS users as well as web users. The 
main idea behind this work from the point of view of design are four things: responsiveness, a clean, minimal 
look, and universal accessibility. 

The whole system of PlaySphere (see fig. 1) is made up of different interactive modules that together 
describe the user trip and the functional parts of the platform, thus: 

a. User entry layer - The user interaction flow usually starts with the Onboarding Screen, which highlights 
the main application features and then leads the user to the Authentication Gateway. At this point, users 
can either sign in with their email/password credentials, use Google Sign-in, or create a new account 
through the Signup Screen. After a successful login, users go through Email Verification and Subscription 
Check, the latter being a method that serves to limit the main app interface access only to verified and 
active users. 

b. Core application layer - Once inside, users are directed to the Home Screen, which is the central hub 
of the app from where users can access all the features, mostly through the Navigation Menu. From here, 
this layer divides into several major functional modules: 
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• Video screen: Responsible for displaying the range of available videos and leading users to the 
Single Video Screen and integrated Comment Section for specific user interactions. 

• Search screen: Allows the user to quickly find a specific video or content creato. 

• Add video screen: Makes uploading a video easier through Media Selection and the Confirm 
Screen, which are directly linked with the dedicated Storage components (Videos, Images, and 
Thumbnails). 

• Message screen: A Chat Interface has been integrated for communication between platform users.  

• Profile screen: Allows using the Public Profile, Edit Profile, Subscription Management, and the 
Withdrawal Setup Features that later connect to the specific Payment Methods and the related 
subscription services. 

c. Backend and storage layer - The backend services of the application are operated by Firebase that 
handles user authentication, caters to real time data needs, and offers a secure media storage solution. To 
be specific, the video files, thumbnails, and images that are uploaded are protected in Cloud Storage, 
whereas the metadata and user account information are very well handled in Firestore Database. 

 
 

Fig. 1: Architectural model of the proposed application 
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d. Integration and payment layer - The architecture involves the integration of third-party services. In 
fact, the system relies on the Paystack API to manage the subscription processing, enable user 
withdrawals, and handle other necessary payment operations 

2.2.2 Implementation procedures   

This part covers the implementation plan of the app. The plan is designed to tackle a few issues that are 
commonly found as downsides on major video platforms. Among such issues are: 

- Monetization challenges: One of the key measures taken was to bring down entry barriers that usually 
deter monetization by smaller creators. PlaySphere thus uses an access and entitlement framework strictly 
controlled by a verified subscription status: 

a. Subscription, first eligibility: Users who possess a verified, active subscription are allowed to upload 
and potentially earn from content. This fundamental eligibility criterion is rigorously maintained by a two, 
step verification process: 

i. Payment verification pipeline: Confirmed payment transactions are identified via Paystack 
webhooks that automatically update a subscriptions collection in Firestore. The record contains 
transaction metadata, the subscription plan level, the expiry date, and the important is_active flag. 

ii. Security rules and server checks: Firestore Security Rules and custom Cloud Functions are set up 
to check the is_active attribute before permitting any write operations to content upload endpoints. 
In particular, upload requests made from a mobile app trigger a Cloud Function that checks whether 
the user is currently subscribed. In case the validation is successful, the user gets a short, lived 
signed upload URL securely returned. 

b. Transparent revenue flows: PlaySphere is engineered to track very detailed information about 
transaction splits and essential payout metadata in Firestore. Through such a design, it becomes easy 
to support transparent reporting that creators can access nowadays. At the same time, it lays down the 
proper groundwork for the next automated payout working cycle after the financial criteria have been 
fulfilled. 

- Content protection and anti-piracy measures: To secure the content and prevent piracy, PlaySphere 
has implemented several anti, scraping and anti, piracy measures that work together to limit in an effective 
way the possibility of unauthorized capture and subsequent distribution of protected videos: 

a. Firebase security rules for object access: Both Firestore and Storage rules were set up to only allow 
authenticated requests and to tightly check that the user has the right role and subscription status before 
providing access permission for read or write. This goes a long way in stopping any kind of direct, 
unauthenticated access to the stored media objects. 

b. Platform-level screen capture protections (native): 

i. Android: Application uses a specialized Flutter plugin (visibility_detector) to set the FLAG_SECURE 
of the system window. This is done to prevent the operating system from recording the screen of the 
app at the content level. 

ii. iOS: As iOS doesn't allow to fully prevent system, level screen recording through platform APIs, 
PlaySphere detects screen capture intents using iOS APIs (UIScreen.isCaptured). The app reacts 
by blacking out the video playback area if the user tries to view the content during the capture. These 
highly specific, platform, dependent behaviours are achieved through small native bridges, called 
MethodChannels, which are the part of the Flutter app architecture. 

c. Mitigating reduced visibility from algorithmic bias: PlaySphere is trying to reduce issues arising from 
algorithmic bias and the common "cold, start problem" by intentionally designing the content discovery 
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process. It is done in a way that newer creators and those with very low exposure get a significant, 
guaranteed visibility together with the content that is ranked primarily by the standard relevance metrics. 
This approach to the problem from both sides integrates straightforward, deterministic rules with a 
fairness, aware ranking strategy not only to keep users engaged but also to improve the discoverability 
of less popular creators. 

i. New uploads prioritization: Every newly uploaded video is automatically the first to be placed within 
one single, specific dedicated video feed. This channel guarantees that new content gets immediate 
visibility by presenting it with the newest first, regardless of its initial engagement level. 

ii. Shuffle, and, fill policy: Besides the content that occupies the top, ranked recommendation spots, 
the rest of the recommendation space is filled by a deterministic shuffle of content with mid, to low, 
exposure category. This tactic is utilized in place of a purely highest, score ordering. By giving 
multiple creators the chance to be seen by different audiences repeatedly, this method helps to cut 
off the cycle of "rich, get, richer" amplification. 

d. Domain, and app restricted playback: The main goal of the implementation is to make sure that the 
video content is played only through the designated PlaySphere clients or approved web domains. To 
that end, it relies on the use of signed tokens and thorough server, side checks: 

i. Signed playback tokens: A signed JWT (JSON Web Token) representing a subscription status must 
be incorporated in any request for video playback. After verifying a user is an active subscriber, a 
Cloud Function issues this JWT which contains only the minimal necessary claims (like user ID, video 
ID, expiration time, device ID hash). The JWT is first validated by the playback endpoint prior to 
returning a signed streaming URL to the client. 

ii. Token validation and short time, to, live (TTLS): Tokens are intentionally designed to have very 
short time, to, live and are valid for only one playback session. Whenever the application performs a 
playback refresh (e.g., when a user seeks or resumes), it must obtain a new token, so even if a token 
gets intercepted, it will have very little value. 

iii. Playback SDK protections: The app relies on native video player implementations and customizes 
them to only accept signed URLs. It is also engineered to check the JWT before starting playback. 
This security measure is meant to stop embedment of streaming URL into unauthorised media 
players. 

2.3 Performance evaluation activities 

The PlaySphere app underwent a formal assessment procedure, which consisted of a comprehensive user 
survey as well as a comparative performance analysis. This method was implemented to thoroughly 
evaluate the app's usability, technical performance, feature effectiveness, and the level of user satisfaction 
it generated. The user survey, which was carried out through Google Forms, received over 50 replies from 
a well, balanced combination of content creators and regular viewers. The evaluation framework was built 
around four major parameters that were intended to provide a mix of qualitative and quantitative insights 
into the system's efficiency: usability and design, performance and functionality, features and security, and 
the overall user experience. 

3. RESULTS AND DISCUSSION 

As discussed in section 2.3, the result of the evaluation of PlaySphere is presented according to the metrics 
measured, followed by a sub-section on discussion of the results. 

3.1 Results 

a. Usability and design 
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The evaluation of PlaySphere's user interface and overall design received positive feedback. For instance, 
more than 70% of the survey participants agreed that the platform offers a clean, attractive interface 
together with a very intuitive navigation structure (see Fig. 2). 

Additionally, the simplicity that users generally experienced during the steps of setting up an account, 
logging in, and video uploading was pointed out and greatly appreciated. These results together make 
PlaySphere look like a good, easy, to, access, and user, friendly alternative to many current video hosting 
platforms. 

 

Fig. 2: Usability Evaluation Pie Chart 

b. Performance and functionality 

In terms of performance, most users claimed that uploading videos worked without a problem and playing 
them was smooth and without interruption. That being said, the assessment could single out only a slight 
drawback: only about 7.7% of those surveyed admitted to have encountered some moments in the app 
when it froze (see Fig. 3 for confirmation). Hence, such a result hints that there should still be a definite 
focus on refinement, thus a better user experience is made possible without compromising the platform's 
responsiveness and reliability even as the number of users grow and more operations are performed. 

 

Fig. 3: Performance Evaluation Pie Chart 

c. Features and security 

The majority of people (76.9%) who took part in the survey indicated that they were convinced about 
PlaySpheres integrated content protection and anti, piracy features (refer to Fig. 4). In general, the platform 
was praised for its security, especially the strong authentication and data protection features. 

Nevertheless, a minority of users came up with ideas for development. They thought that privacy could be 
strengthened and more detailed control measures concerning the misuse of content could be investigated 
and implemented. 
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Fig. 4: Security Evaluation Pie Chart 

d. Overall user experience 

Participants overall showed evidence of high levels of satisfaction with the overall PlaySphere experience, 
with a large number of them praising specifically its ad, free viewing environment and its design that 
intentionally focuses on giving more power to the creators (see Fig. 5 for illustration). Most of the 
respondents said they would be likely to recommend the platform to others and considered PlaySphere to 
be a strong, safe, and truly user, friendly alternative to traditional video hosting services. 

 

Fig. 5: User Experience Evaluation Feedback 

e. Comparison analysis 

In order to deepen the evaluation of the value proposition of PlaySphere, a comparison was made between 
PlaySphere and two well, known, popular video hosting platforms: YouTube and TikTok. The comparison 
was carefully organized and based on the important features and criteria that were logically obtained from 
the initial user feedback and from the evaluation survey. 

The comparison was mainly focused on five key aspects: availability of ad, free viewing, overall user 
experience, level of content security, subscription model flexibility, and efficiency of community engagement 
features. 

Table 1: Comparison analysis 

Feature PlaySphere YouTube TikTok 

Ad-free viewing Yes Yes                Yes 

Intuitive user experience Yes Mixed Yes 
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Feature PlaySphere YouTube TikTok 

Secure content hosting Yes Yes Yes 

Subscription flexibility Yes Limited Limited 

Community engagement High High Very High 

 

3.2 Discussion 

The main design decisions of PlaySphere were directed by the core goals of the platform: to provide video 
hosting that is safe, fair, and of high standard.This strategy was inspired by the major features of the 
traditional services that were criticized, especially the monetization challenges faced by the small creators, 
the problems of content leakage and piracy, and the lowered visibility due to algorithmic biases. Therefore, 
the implementation choices described in the preceding sections of this paper were aimed at finding a good 
compromise among security, ease of use, and streaming performance with the main focus being on creator 
fairness and building user trust. 

With regard to monetization, PlaySphere has implemented an inclusive entitlement model that, among other 
things, eases the limitations faced by small creators. Moreover, by allowing only those content creators who 
have a subscription verification status to upload and monetize their videos, and carry out entitlement 
enforcing checks only on the server, side, the video sharing platform essentially makes sure that the creator 
who subscribes can post and later on monetize their content regardless of who they are. Besides that, the 
centralization of the entitlement verification process goes a long way in countering the risk of client, side 
spoofing and at the same time sets up transparent, easily auditable records which are a must for future 
payout automation. The referred to approach effectively eliminates the secretive thresholding and 
gatekeeping which, in almost all cases, are two features of competitor platforms, thus adding to the high 
overall satisfaction metrics (see Fig. 2) obtained through the user survey conducted. 

Regarding content protection, this idea was first imagined and then implemented as a layered strategy 
without putting all their hopes on one single solution, a design compromise that worked very well when it 
came to the actual usage. In the storage area, the media files are stored encrypted by Firebase on the 
server, side with AES, 256, and the data transmitting is always encrypted with TLS. 

Furthermore, PlaySphere requires the use of short, lived signed URLs and server, validated playback 
tokens. So, only authorized session holders can have access to the streams. To avoid leakage through 
recording capture, the app client combines visibility detection (visibility_detector) with platform, specific 
methods (e.g., Android FLAG_SECURE through a native bridge) to smartly hide the playback screen when 
it detects suspicious behavior.The complete outcome, which is backed up by the user feedback with 76.9% 
of them having confidence in the content protection (refer to Fig. 4), indicates a possible decrease in the 
piracy methods without significantly affecting the legitimate viewing experience. 

We had to basically rethink the content discovery pipeline when we came to the point of solving reduced 
visibility due to algorithmic bias. PlaySphere intentionally mixes deterministic content placement with a 
fairness, aware ranking policy: a separate 'New Creators' channel offers guaranteed initial exposure for 
newly uploaded content, and creators get easy, to, understand analytics. This hybrid model helps to reduce 
cold, start penalties and the trend of 'rich, get, richer' amplification while still maintaining some level of 
relevance. The first evaluation data show that creators feel their content is more discoverable, and the 
distribution of impressions in the various runs supports the decision to put fairness on a par with 
engagement goals. 

4. CONCLUSION 

To sum up, PlaySphere is a working example of how a few layered engineering solutions, as touched upon 
earlier, can go a long way towards solving the major issues in the current video hosting platforms. The 
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performance overhead caused by these carefully planned strategies is quite low and the improvements in 
security, creator fairness, and user satisfaction are good enough to justify the overheads. 

Evaluation by means of targeted functional testing and a user survey (n = 52) has shown that PlaySphere 
provides a hack, proof, nearly seamless, ad, free video, viewing experience. More than 70% of the platform 
users gave PlaySphere a positive rating for its usability, around 77% of them really trusted the content 
protection features, and the overall satisfaction as well as the intention to recommend the platform were 
very high. 

Performance testing combined with field trials have revealed that operational overhead due to security and 
entitlement mechanisms is quite low. Occasional, but rare incidents of lag (around 7%) were recorded and 
are deemed as fixable through future engineering improvements. Taken together, these outcomes indicate 
that the tangible security and fairness advantages brought by PlaySphere more than compensate for the 
slight operational costs of server, side token issuance and access validation.Besides the overheads or 
operational costs, the evaluation results back the study's design decisions and pave a clear way for the 
scaling of the video sharing platform. 

In essence, PlaySphere makes a compelling case that it is possible to develop a secure, fair, and user, 
friendly video hosting platform by leveraging modern cloud services and careful application design. The 
existing prototype has proven that creator, friendly monetization, effective anti, piracy measures, and 
fairness, aware discovery can be harmoniously combined with high usability and good performance, thus 
offering a solid basis for continuing the work of a scalable, production, grade service. 
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